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WiMAX

1.3
49 28

ARIB ARIB
OFDMA Broadband Mobile Wireless Access System (WiMAX™ applied in
Japan) ARIB STD-T94 Version 1.4

WiMAX
WiMAX
WiMAX WiMAX Forum® WiMAX™ mobi le System
Profile WiMAX End-to-End Network Systems Architecture

WIMAX End-to-End Network Systems
Architecture ARIB STD-T94 Version 1.4 1

ARIB STD-T94 Version 1.4
WiMAX End-to-End Network Systems Architecture
WiIMAX Forum® Network Architecture Release 1.0 Version 4
(Stage 2: Architecture Tenets, Reference Model and Reference Points)
WM ( 2:
)
[Stg2-1]

STD-T94 Attachment 4-3

http://www._arib.or.jp/english/html/overview/doc/1-STD-T94v1 4-1p2.pdf
[Part 1]
http://www._wimaxforum.org/sites/wimaxforum.org/files/WMF-T32-002-R010v

04_Network-Stage2-Partl 2.pdf

e Section 1 - Document Scope

e Section 3 - References used in the document

e Section 4 - Tenets for WiMAX Network System Architecture
WiMAX



WiMAX

e Section 5 - Ildentifiers: List of identifiers used in a WiMAX network
- WiMAX

e Section 6 - Network Reference Model, a logical representation of the

network architecture.

[Stg2-2]
STD-T94 Attachment 4-4
http://www.arib.or.jp/english/html/overview/doc/1-STD-T94v1 4-1p2.pdf
[Part 2]
http://www._wimaxforum.org/sites/wimaxforum.org/files/WMF-T32-003-R010v
04_Network-Stage2-Part2.pdf
e Section 7 - Functional Design and Decomposition

e Section 8 - ASN Profile Introduction
ASN
[Stg2-3]
STD-T94 Attachment 4-5
http://www._arib.or.jp/english/html/overview/doc/1-STD-T94v1 4-1p2.pdf
[Part 3]
http://www._wimaxforum.org/sites/wimaxforum.org/files/WMF-T32-004-R010v
04_Network-Stage2-Part3.pdf
Informative Annexes for Stage 2

Annex A: WiMAX Reference Architecture Deployment Scenarios
WiMAX
Annex B: MS Movement with FA change, no PC change
MS FA
Annex C: ASN-GW Selection Protocol
ASN-GW
Annex D: “RRM~ : Spare Capacity Report per QoS Profiles
- QoS
Annex E: Ethernet Operational Behavior

Annex F: TECHNICAL ANNEX: SUPPORT OF REAL TIME SERVICES
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[Stg3]
ARIB STD-T94 Version 1.4 Attachment 4-9
http://www._arib.or.jp/english/html/overview/doc/1-STD-T94v1 4-2p2.pdf
WiMAX Forum® Network Architecture Release 1.0 Version 4
(Stage 3: Detailed Protocols and Procedures)
WM ( 3:
)
http://www._wimaxforum.org/sites/wimaxforum.org/files/WMF-T33-
001-R010v04 Network-Stage3-Base.pdf
[PKIOverview]
WiMAX Public Key Infrastructure (PKI) Users Overview
WiIMAX
http://www._wimaxforum.org/sites/wimaxforum.org/files/documentat
10n/2009/wimax_pki_users_overview_may27.pdf
[DevCert]
WiIMAX Forum X.509 Device Certificate Profile Approved Specification
Version 1.0.1
WiMAX X.509
http://www.wimaxforum.org/sites/wimaxforum.org/files/documentation/2009/wimax_fo
rum_x509_device_certificate_profile.pdf
[ServCert]
WiIMAX Forum X.509 Server Certificate Profile Approved Specification
Version 1.0.2
WiMAX X.509
http://www.wimaxforum.org/sites/wimaxforum.org/files/documentation/2009/wimax_fo
rum_x509_server_certificate_profile.pdf
[EAP-TTLS]
IETF draft-pppext-eap-ttls-05
EAP Tunneled TLS Authentication Protocol (EAP-TTLS)

http://tools.ietf.org/html/draft-ietf-pppext-eap-ttls-05
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[MIP]
RFC3344 1P Mobility Support for IPv4
IPv4 IP
http://www.ietf.org/rfc/rfc3344.txt
[RevTunnel]
RFC3024 Reverse Tunneling for Mobile IP, revised
IP
http://www.ietf.org/rfc/rfc3024.txt
H.21.2.27 2 WiMAX
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Roaming
Hand-over Hand-off
NSP Network Service Provider
H-NSP Home NSP
V-NSP Visited NSP
NAP Network Access Provider
H-NAP Home-NAP
V-NAP Visited-NAP
Clearing House
Roaming Exchange
Roaming in
Roaming out
MS Mobile Station WiMAX
BS Base Station WiMAX
ASN Access Service Network
- Connectivity Service Network
e Access Service Network Gateway
HA Home Agent
PF Policy Function
MIP Mobile IP IP
PMIPV4 Proxy Mobile 1Pv4
CMIPV4 Client Based Mobile IPv4
Simple IPv4 1P
NAP ID Network Access Provider ID Operator ID
NSP ID Network Service Provider ID Operator ID
BS ID Base Station ID

Controled Device

Retail Device

10
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WiMAX

WiMAX
WiMAX Forum

[Stg2][Stg3]

3.1 WiMAX
3.1.1 (NRM)
: [Stg2-1]6.1 Overview

NRM « ) NRM
( )
MS ASN CSN NRM
ASN
ASN 3 — ABC
NRM

11
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WiMAX Forum

3.11 (NRM)  NRM

NSP
ASP
—+— R5
NSP
ASP
3.1.1 (NRM)
( : [Stg2-1] Fig6-1)
3.1.2
: [Stg2-1]6.2 Reference Points
R1
MS-BS (PHY  MAC)
IEEE802.16e-2005 802.16-2004 IEEE802. 169
R2
MS-CSN CSN  AAA
(DHCP ) AAA
1P
R3
ASN-CSN

12
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AAA

R4
2 ASN ASNs ASN-GWs MS

ASN
R5
NSP H-NSP  V-NSP

NSP

R6
BS—ASN-GW

3.1.3 ASN

: [Stg2-2]8. ASN Profile Introduction

WiMAX Forum 3 ASN
A Rell.5
ASN BS ASN-GW
ASN
(NAP)
B
ASN-GW-BS R6 ASN
R3 R4
ASN R4 ASN ASN
ASN
C

ASN R3 R4 ASN-GW-BS R6

3.1 2 ASN C C ASN

13
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ASN-GW

R4

BS

*ASN
R6 R4

( : [Stg2-2] Fig8-3)

([Stg2-1]6.6 CSN

(NSP) 1P
CSN
1P HA

IMS(IP Multimedia Subsystem)

R3
(Type 1) RRM
SFA
MIP FA
R6
SFM RRA
RRC
(Type 1)
3.1.2 ASN
3.1.4 CSN
CSN WiMAX Forum
Reference Model)
CSN
—AAA( ) IP
CSN
AAA NSP HA

14
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ISP
NSP1

NAP
NAP1 ISP NSP2

3.1 3 CSN
3.1.5 NAP+NSP NAP
NAP  NSP
ASN CSN ASNs CSNs
NAP
NSP
NSP
(NAP-1D,NSP-ID)  Operator ID IEEE
Registration Authority(RAC) [Stg2-2]7.1.4.1 WiMAX NAP
Discovery 7.1.4.2 NSP Access Discovery 1 Operator ID

(H21.2.27) 2 WiMAX
1 BSID NAP ID NSP ID

ASN CSN

NAP+NSP NAP+NSP 3.1 4 NAP+NSP
NAP-ID  NSP-ID

15



NAP-ID: X NSP-1D: X
!
ASN ; CSN
R3
3.1 4 NAP+NSP
(
ASN NSPs NAP
NSPs MVNOS MVNO
NSP-1Ds 3.1 5 NAP
NSPs
NSP-ID: Y
R3 CSN1
|
NAP-ID: X |
ASN
: NSP-ID: Z
R3
CSN2
3.1 5 NAP
(

3.1.6

WiMAX

: [Stg2-3] FigA-5)

(ASN)
NSP
NAP

: [Stg2-3] FigA-6)

: [Stg2-3]A. WiMAX Reference Architecture Deployment Scenarios

NSP
NAP NSP

R2

( NSP)

16
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R3 R5
1) R3 R5
AAA R2 NAP-(R3)- NSP-(R5)-
NSP( AAA)
Wi-Fi Alliance Wireless ISP Roaming(WISPr)
2) R3 NAP
1) R2 NSP( NSP)
NAP-(R3)- NSP( AAA) NAP
NSP
NAP( NAP) R3 NAP NSP NSP
NAP
D 2 (
) NSP NSP
NAP NSP
3.16
N
R -

NAP
CSN

A
\ 4

CSN

NSP

~

3.16

( : [Stg2-3] FigA-1)
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NAP
ASN  CSN 3.1.7

3.17
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3.2
BS PKMv2 PKMv2 TEK(
) IP
BS BS
3.2.1 ——ND&S
: [Stg3]4.1.1 General [Stg2-2]7.1.4 NAP,NSP Discovery and Selection
(NW Discovery and Selection
ND&S) ND&S
a) NAP
b) NSP
c) NSP
d) NSP ASN
BS
BS NAP
NAP-1D NAP-1D
NAP NSP NSP
NAP-1D NSP-1D
NAP-ID NSP-ID
3.2.1.1
ND&S
OMA DM MOs(Open Mobile Alliance Device Management Management
Objects)
([Stg3]4.1.3 Configuration Information)
CAPL(Contractual Agreement Preference List )
CAPL NSP NAPs
NSP NAP NW
NAP

19
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CAPL NAP-1D NAP
CAPL  NAP NAP
NSP CAPL NAPs
CAPL NAP
CAPL NAPs
NAP NSP CAPL NAPs
CAPL NAPs
RAPL(Roaming Agreement Preference List; )
RAPL NSP NSPs
NSP NAPs
1 NSP
RAPL  VNSP-ID VNSP RAPL
CAPL VNSP
NAP/NSP
NAP/NSP NAP NSPs
NSP S
NSP
NSP NAP NSPs
NSP S
NSP
24 NSP-1Ds NSPs
s 1 ( )
S FFT
CAPL NAP ID
ND&S
CAPL NAPs
CAPL NAPs
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NAP
S
NAPs
CAPL NAPs NAP
s CAPL NAPs
RAPL( )
NAP NAP
NAPs NAP
NAP
NAP NAP
NSP ID
NW
NAP  NW NAP+NSP NAP
3.2.1.2 CAPL  RAPL
3.2.1.1  CAPL RAPL 3.2.1 CAPL  RAPL
CAPL RAPL
R5 '""‘""""f:Z‘IIIIII'

Priority 2

R3
e @

Priority 2

Priority 125 Priority 125

Gy @D

NAP Priority 249

VNSP

3.2_1 CAPL  RAPL
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3.2.1.3
NAP

3.2_2 H-NSP NSP
NAP NSP NSP NAP
A B D ri
C ul u2

3.2_2 H-NSP

3.2.3

22



NetworkParameters

-NSP
CAPL—T:T——————
=Fully Flexible Policy
RAPL L
—
=Strict Policy
ChannelPlan
( )
—
3.2_3 —
ChannelPlan
BS
Fully Flexible Policy( )
NSP-ID(VNSP-1D ) 1(HNSP-1D)
NAP RAPL
RAPL
VNSP-1D 1 n NAP
- A
H-NAP(NAP-ID R1)
NAP-ID R1 HNSP-ID 1
- B
A
H-NSP S-NAP NAP-

23
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HNSP-ID= 1
VNSP-ID= 1
VNSP-ID= n
Freq=rl
Freq=ul
Freq = u2
CAPL
NAPs
NAP NW
1(HNSP-1D)
RAPL
NW
rl
ul u2
NAP-1D R1
ID Rs NW

NW

NAP
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- C
rl NAP
ul u2 VNAP-ID U1 V-NAP
VNSP-1D 1 HNSP-ID RAPL
V-NAP VNSP-1D 1
C
V-NAP(VNAP-1D U1) NW
- D
VNAP-ID Rn V-NAP  HNSP-ID 1
RAPL VNSP-1D n VNSP-1D
VNAP-ID Rn
V-NAP  NW
NAP
NAP 3.2 4
—NAP
NetworkParameters
-NSP [ 1] HNSP-ID= 1
=1
CAPL [ ] - NAP-ID = R1
L LRef ID = X
=Partially Flexible Policy
RAPL [ ] VNSP-ID= 1
L — J——VNsP-ID= n
=Strict Policy
ChannelPlan E Freq=ul
(NAP ) —{ }——Freq=uw2
~444{::::}44444[: Freq=rl
ID=X
3.2 4 —NAP
NAP ChannelPlan
NAP CAPL
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NW

RefID
X
R1 NAP-1D 1
NAP(NAP-ID R1)
CAPL
) HNSP-1D
NAP V-NSP
- A
NAP
H-NAP(NAP-ID R1)
R1 HNSP-ID 1
NAP-ID R1
- B
H-NSP HNSP-1D 1
S-NAP  NW
ChannelPlan
NW
- C
NAP
rl NAP
ul u2
RAPL NW
- D
C
HNAP-ID R1
VNAP-ID Rn
RAPL

25
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ID ChannelPlan
H-NAP(NAP-ID R1) RefID X
rl NAP-1D
NAP
NAP-ID R1
Partially Flexible Policy(
1 NAP NAP
HNAP-ID R1
rl NAP-1D
ul u2
NW
A NAP-ID R1
SNAP-ID Rs S-NAP
CAPL
SNAP-ID Rs
HNAP-ID R1
VNAP-ID Ul
NAP
V-NAP  HNSP-ID 1
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3.2.2

BS

BS

NW
NAP
ND&S
NW
— ND&S
BS
BS
) BS
MAC
)
UL-MAP(
DCD(
BS
RNG-RSP( )
UL-MAP

26
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BS RNG-REQ RNG-RSP
MAC
CID
BS RNG-RSP
CID SBC-REQ
BS
CID RNG-REQ
3.2.3
BS
BS
SBC-REQ( )
- SBC-REQ
64QAM CTC( ) BTC(
) STC( ) AAS( ) 64QAM
CTC BTC FFT MIMO
AAS
BS SBC-RES( )
PKM PKMv2
(
) [Stg2-2]7.3.8.1 PKMv2 Procedure During Initial Network Entry(l) b
3.2.4 TEKs
BS  ASN-GW
BS PKMv2-RES
EAP-REQ/Id EAP EAP
[Stg2-2]7.3.8.1 PKMv2 Procedure During Initial Network Entry (1)
AAA EAP
BS PKMv2-RES EAP-Success
TEK BS AK( )

27



SA
SA
TEKs
3.2.5
REG-REQ( ) BS
1P
BS
IP
MAC
MAC
MAC RNG-xxx
MAC
MAC
CID( )
CS( )
0x0000
1P
MAC

DHCP TFTP SNMP

28
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BS
TEKs

BS SA

BS  REG-RES( )
(ARQ) MAC
CID

RNG-xxX SBC-xxx PKMv2-xxx REG-XXX

@ )
CID BS
RNG-xxx MAC
CID BS
MAC
CID

IP

IP

(SFID)
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[Stg2-2]7.2.1.3 Dynamic IP

Configuration Setup for Fixed and Nomadic Access Scenarios 2)

QoS
MAC
MAC
MAC
(HMAC  CMAC)
CID SA
TEK MAC (6 )
CRC( 4 ) MAC PDU(
) MAC EC(
)
3.2.6 IP
DHCP-Discover BS NSP
NSP DHCP DHCP DHCP-Offer PoA(
) IP
IP HA( ) BS
DHCP-Request ASN  PMIP( P )
PMIP DHCP DHCP-Request HA PoA
CoA( FA( ) IP
) FA-HA MIP
DHCP PMIP
DHCP-Request  DHCP BS DHCP-Ack

[Stg2-2]7.2.1.3 Dynamic IP Configuration Setup for Fixed and Nomadic Access

Scenario

3.4

29

[Stg2-2]7.8.1.8.3 Proxy-MIP Connection Setup Phase
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3.2.7
3.2.5

B
ASN-GW
UL—MAP<
RNG-REQ
SBC-REO RNG—RSP‘ ‘
< SBC-RSP N
P PKMv2-RSP |«
< PKMV2-RSP
(EAP-Success)

REG-REQ > -
< REG-RSP |
DHCP Relay

FA
DHCP-Discover R PMIP DHCP
) DHCP-Offer | )
DHCP-Request N R HA

HA >
<« DHCP-ACK | )
325
( : [Stg2-2] Fig7-26 [Stg3] Fig4-41)
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3.3 EAP ——FEAP-TTLS
. [EAP-TTLS]EAP Tunneled TLS Authentication Protocol (EAP-TTLS)

EAP-TTLS(Extensible Authentication Protocol-Tunneled Transport Layer Security)
EAP Method EAP

EAP-TTLS
IEEE802.16e
PKMv2( v2) IEEE802.16d
WM
MAC
MAC
https
X.509
WiMAX Forum
EAP-TLS
EAP-TTLS NW
https
( ) ID/PW
NW
NW ID/PW
[Stg3]4.4.1.2.3 EAP-TTLS NW MSCHAPv2(RFC2759)
EAP-TTLS

31
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IP (SA)
(AAR)
EAP-TTLS (Authentication)
S S NW IP
(Authorization)
3.3.1
WiMAX Forum
NSP EAP-TTLS EAP-AKA ([Stg3]4.4.1.2
EAP Method)
EAP EAP-TTLS

([Stg2-2]7.3.7.2.3 Executing User and Device Authentication 2
[Stg3]4.4.1.4.1.1.2 Authenticating Subscriber and Device Credentials 1

)
EAP-TTLS TTLS versionO(IETF draft-pppext-eap-ttls-05)
EAP  MSCHAPv2
ID ([Stg3]4.4.1.2.3 EAP-TTLS
1 )
EAP-TTLS IETF
(EAP) PC
1ANA EAP
(TLS)
TLS  EAP-TLS
RADIUS  Diameter AAA
EAP PAP CHAP MS-CHAP
MS-CHAPv2 EAP MD5 Challenge

32
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EAP-TTLS  EAP-TLS EAP EAP-TLS LS (
) EAP-TTLS  TLS
(EAP-TLS)

— EAP-TTLS TLS

RADIUS
EAP PAP CHAP MS-CHAP MS-CHAPv2
EAP-TTLS
EAP-TTLS — (ASN-GW
)
TLS —
EAP-TTLS TLS (AVP)
AAA
EAP
3.3.2
WiMAX Forum
MAC
MAC

33
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1D/PW
1D/PW
3.3.3 NAI
1P
AAA
EAP EAP
(EAP-Response/ldentity )  NAI(Network Access ldentifier)
ASN-GW NAS(Network Access
Server) AAA
[Stg2-1]4.1.2 List of lIdentifiers NAI
NAI WM NAL  AAA ID
WiMAX RFC4282(The Network Access ldentifier) NAI
RFC NAI
NAI
username@FQDN
FODN(Fully Qualified Domain Name ) NAI
RFC4282 4  IANA Considerations FODN  1ANA
FQDN
username FQDN
EAP-TTLS NAI 2 EAP NAI
[Stg3]4.4.1.2 Network Access ldentifier 4.4.1.2.1

Outer-ldentity

34
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outer-identity

inner-identity

NAI EAP-Request/Ildentity
EAP-Response/ldentity
EAPid 3.3.1
EAP-TTLS
EAP-Response/TTLS NAI
EAPid
EAPid AAA TTLS
TTLS
EAPid
ID
ID
ID EAPid
([Stg2-2]7.3.7.2.1 NAI(Network Access ldentifier) 4

Outer-ldentity Username:)
EAPid
ID MAC
EAPid ID
EAPid
EAPid  TTLS
MSCHAPv2
EAP EAP EAPid

35
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WF CRL

pseudoname@mynsp.com H-AAA (Domain: mynsp.com)

Outer EAP NAI (;?\ —

Inner EAP NAI \<// Username 1@uauth.mynsp.com | 'PPW
Cipher Tunnel (TLS Record Layer) TTLS Serve;‘”‘n MSCHAPV2 Serverl
)

(EAP-TTLS 6 3 9 2

shimantogawa

» | IDPW

shi mantogawa@yondeln.othersever.com

MSCHAPvV2 Server2
3.3 1 EAP-TTLS  EAP  EAP
V-NSP EAPid
NAI V-NSP
EAPid V-AAA
EAP-Response/ ldentity V-AAA H-AAA
3.32 EAP-TTLS EAPid

mynsp.com!pseudoname@v-nsp.com \V/-AAA (Domain: v-nsp.com)

Quter EAP2 NAI

Inner EAP H-AAA (Domain: mynsp.com)
TTLS Server ™. ]

username_1

Cipher Tunnel
(TLS Record Layer)

...................................... »| ID/PW

/ TTLS Server
MSCHAPV2 Server

username_l@uauth.mynsp.com

3.32 EAP-TTLS
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3.3.4
WiMAX (Public Key Infrastructure,
PKI) WMF (Server
Root CA(Certification Authority)) (Device Root CA)
CA  AAA
CA
(CRL) ITU-T  X.509
WiMAX
( ) X.509 ([PKIOverview]1.2 X.509
Certificates)
2009 WiMAX
http://www.wimaxforum.org/resources/pki AAA CA
CA 4 CA
CA
(AAA ) CA
CA
CA
AAA
AAA
AAA
CA
AAA
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[PKIOverview]2.1 The Certificates to be Provisioned in SSs and Servers 4

3.3.3 AMA

WIiMAX Forum(R) Device Root-CA

/I> WiMAX Forum(R) Device Root-CA
8

T

CA

> wiMAX Forum(R) Device Root-CA
|9 subcadevfactory
V4 =a

N subcadevfactory
40C5B3 WMabc
torH—
£-nO

WiMAX Forum(R) Server Root-CA

WiMAX Forum(R) Server Root-CA
veZpuwx
PLOK3D

CA /
WiMAX Forum(R) Server Root-CA -

subcasrvco <<
BotrtlBOo
chrowiiy

UHSHR [Fereri((R) Seren (R WIiMAX Forum(R) Server Root-CA

WIMAX Forum(R) Server Root yiviax Forum(R) Server Root-CA

awey veZpyx
Hao3 X le,)K3|7|3
3.3.3 AAA
3.3.5 ( )

38

subcasrvco —|
mynsp.com
HwEYBu

AProTkK

WiMAX Forum(R) Device Root-CA (R DR (R =CAY

WIMAX Forum(R) Device Root-CA [°rum(R) Device Root-CA2

8
i o
AAA
( : [PKIOverview] Fig3)
(
3.31



WiMAX

3.31
( : [DevCert]Table5-5 [ServCert]Table5)
issuer
subject
AAA

validity
SubjectPublicKeylnfo RSA 1024 2048
SignatureValue
subject

CommonName CN

AAA NAI

OrganizationName

NSP ID OrganizationName
NSP ID

subject
MAC CommonName CN 12

ASCii MAC

WiMAX Modem Model

OrganizationName WiMAX Modem

Model

3.3.6 WiMAX Forum

Certificates

[PKIOverview]3 Obtaining
PGP
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PGP WiMAX Forum
WiMAX Forum
PGP
PGP
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3.4 MIP  Simple IP

IP 1P
IP
WiMAX BS
WiIMAX
IP
WiIMAX 2
CSN  ASN
MIP IP
ASN SimplelP
3.4.1
BS MS IP
MS
IP
3.4 11P IP MS HA(Home Agent)
FA(Foreign Agent) BS
FAl

BS IP@ |GRE Key

3.411P
( : [Stg2-2] Fig7-92)

41



WiMAX

1P 1P HA HoA(MS Home
Address) (PoA(Point of Attachment) ) HA
HA  HoA CoA(Care of Address FA IP )
FA CoA IP
1P IP-in-1IP
FA
FA  ASN-GW HoA
HoA NS ID(MS  MAC )
MS ASN-GW Data Path Fn
R6 R4 MS ID Data Path
Data Path Data Path
GRE(Generic Routing Encapsulation)
GRE IP-in-1P GRE
IP MS BS MS
CID GRE Key(Data Path ID )
CID
QoS Data Path
Data Path Fn
GRE
Key
GRE BS Data Path Fn GRE Key
MS CID
3.4.2 Data Path Fn( )
3.4.1 ASN MS
Data Path Fn R4 R6 2 ASN-GW ASN-GW
BS IP
GRE (RFC1701 Generic Routing Encasuplation)
ASN-GW Data Path Fn Data Path Fn MS  BS1 BS2
BS Data Path (ASN-GW
) Data Path Fn BS Data Path
Fn ([Stg2-2]7.7.2.2.2 Data Path Function Anchor DP Function)
ASN-GW  Data Path Fn BS Data Path

GRE Key BS Data Path Fn
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[Stg2-2]7.11.10.1 IP-in-1P Tunnel Protocol GRE 1
[Stg2-2]7.7.4.2.2 Path-Reg-Req 7.7.4.2.6 Path-Reg-Rsp 7.7.4.2.10 Path-Reg-Ack

BS Data Path Fn Path-Reg-Req
([Stg2-2]7.7.4.2.1 Information Elements conveyed with Data Path Primitives)

-MS ID-MS  MAC

-Tunnel Endpoint - Data Path(GRE ) 1P
Path-Reg-Req 1P
([Stg3]5-3.2.194 Tunnel Endpoint Description) BS IP

-Data Path Info-
Data Path Type - GRE
Data Path ID- GRE Key
Packet Classification Rule( )([Stg3]5.3.2.114 Packet
Classification Rule/Media Flow Description(one or more)) —

DSCP(Differentiated Services Code Point QoS )

1P
1P

BS Data Path Fn  CID QoS

SF ID
BS ASN-GW  Data Path Fn ASN-GW  Data Path Fn
BS 1P
GRE Key GRE ([Stg2-2]7.7.2.2.2.2 Type-1

Bearer Operation [Stg2-2]7.7.4.2.1 Information Elements conveyed with Data Path
Primitives Data Path Info. List of Classifiers)
ASN-GW  Data Path Fn HoA MS ID MS ID
HoA  CoA HA MIP FA
FA [MIP]3.7.1 Configuration and Registration
Tables 3.7.3.2 Forwarding Replies to the Mobile Node
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3.4.3 FA —MIP
: [MIP]JRFC3344 1P Mobility Support for IPv4

3.4.1 HoA  CoA
R3 MS (MIP)
MS HA FA MS IP
MS MIP ASN MS PMIP
HA  MS (HoA) CoA FA
HA MS  HoA NW
FA (CoA HA
)
FA MSID HoA HA
WiMAX CMIPv4 co-located CoA(MIP
FA
) [Stg2-2]7.8.1.9 Client MIP R3 Mobility
Management
3.4.3.1 CMIP  PMIP
CMIP(Client Mobile 1IP) PMIP(Proxy Mobile IP) MIP

Registration Request FA HA
HA MIP Registration Reply

[Stg2-2]7.8.1.5 CSN Anchored
Mobility Management triggers

-MS FA BS
-MS ASN ASN
-MS ASN R3
FA FA
CMIP NS FA MIP Agent Advertisement
CoA MIP HA
HoA IP HA
MS NAI HoA=0.0.0.0
[Stg3]4.8.3.1.3 HA Requirements CMIP
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3.4_2 CMIP

MIP
o FA [P > HA
MIP N MIP
HoA = MS ID HoA
CoA
3.4 2 CMIP
( . [Stg2-2] Fig7-102)
PMIP ASN-GW MS HoA IP
CoA MIP HA PMIP
MS DHCP MS
NAI ASN
([Stg3]4.8.2.1.3 PMIP Client Requirements 1 4 ) MS IP
DHCP
PMIP 3.4_3PMIP
DHCP Discover N DHCP Discover >
< DHCP Offer DHCP Offer
ﬂ DHCP Request > MIP >
s FA HA
MIP
P DHCP Request >
N DHCP Ack N DHCP Ack
3.4_3 PMIP
( : [Stg2-2] Fig7-94)
CMIP  PMIP ([Stg2-2]7.8.1.2 Functional
Requirements 9 ) PMIP4 CMIP4
([Stg3]4.8.1 Introduction )
3.4.3.2
: [RevTunnel]Reverse Tunneling for Mobile IP, revised
MIP HA - FA
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IP
IP
HoA 1P IP ASN
HA - FA
FA- HA
3.4.4 Simple IP
Simple IP 1P MIP
(FA HA) CSN
FA
Simple IP DHCP IP
HCSN VCSN DHCP DHCP
CSN (CR) POA
Simple IP 3.4 4 Simple IP
iii
DHCP Discover DHCP Discover >
DHCP Offer B DHCP Offer
DHCP Request > DHCP Request >
DHCP Ack DHCP Ack
3.4 4 Simple IP
POA FA CoA
(CR)  ASN-GW (AR)
IP MS  ASN-GW AR
Simple IP Data Path Fn
Data Path Fn  MS 1P
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AR
MS  ASN MS  NW
MS IP IP
IP IP

ASN R4

ASN ASN ASN( ASN) R4 Data Path

MS Simple IP PMIP
Simple IP ASN-GW BS
MIP WiMAX
Rel 1.5 Simple IP
3.4.5 MIP

: [Stg2-2]7.8.1.14 R3 Mobility Session Authentication and Authorization

MIP MIP
CoA MS
FA(  CoA)
([MIP]5.2 Areas of Security Concern in this Protocol)
MIP AAA
PMIP (HMAC Hash-based

Message Authentication Code) MHAE (

) MIP

PMIP

MIP 3.4.5 MIP
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MS EAP &= PMIP
PMIP
PMIP FA HA
MIP > Ama
MHAE(PMIC S —
HYAC ) M
P po PMIP
' T MIP
MHAE(PMIC
HMAC )
3.4 5 MIP
( : [Stg2-2] Fig7-110)
HA NAI
NAL  PMIP SPI(Security Parameter Index) AAA
AAA NAI  SPI
HA PMIP(MN-HA)
MHAE HMAC
([Stg3]4.8.2.1.5 HA Requirements)
PMIP FA HA

AAA
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